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Michael C. Whitman

1206 North Sterling Boulevard

Sterling, VA 20164

Phone   703/450-4711 (home)

            703/227-5920 (work)

            703/981-3204 (cell)

E-mail   mike@macp.org

	
	

	Education
	1977 – 1979                                                                             Ferrum College
A.A.S. Mechanical Engineering

1981 – 1983                                                                             George Mason University
B.S. Computer Science

2001 - 2004                                                                              University of Phoenix 

M.B.A. Technical Management

	Technical Experience
	
2007 – Present                                                                         BT - Counterpane
Team Lead – Managed Security Devices
· Team Lead for managed devices group. Responsible for policies and procedures as well as day – to – day management activities.

· Provide second and third level support for managed customer networks

· Manage and maintain the corporate scanning infrastructure for customers using the Qualys, Foundstone, and nessus tools.


2001 – 2007                                                                             Windermere Group
Lead Engineer – Information Assurance

· Provide support for ongoing government contract activities.

· Lead network design and documentation efforts in support of large multinational network treaty.

· Perform vulnerability assessment and penetration testing as required to support contracts using both commercial and NIST software to perform intrusion/penetration testing and verification.
· Provide system configuration and performance management support.

2001 – 2001                                                                             Riptech, Inc.
Director – D.C. Security Operations Center

· Manage Security Operations Center

· Responsible for Operational policy and procedure creation and enforcement.

· Customer interface for all operational security issues.

· Maintain 24x7 operational capacity

1998 – 2001                                                                             UUNET Customer Security  
Director – Customer Security

· Manage all Customer Security Support groups including engineering, CERT and operations.

· Budget and HR responsibility for 132 employees comprising three separate 24x7 support groups and engineering/design teams.

· Responsible for all anti-SPAM policies and procedures. Provide escalation point for all customer issues regarding UCE as well as work with other industry groups and ISP’s to combat the growing amount of UCE traversing the corporate networks. 

· UUNET/Worldcom representative to government groups for network security issues. (local and national)

· Corporate representative to government agencies and provide “expert witness” testimony in numerous federal court cases.

· Lead research engineer for security product support and development. Presented internal review documentation and results for proof of concept as well as solutions to ongoing issues. 

· Lead a global team to bring all security support processes together at UUNET/Worldcom.

· Manage all legal compliance and subpoena support.

· Provide expert witness support to both local and federal law enforcement.

· Responsible for all support process and policy design and implementation for customer security issues.

· Report directly to V.P. of Customer Care.

· Direct customer interface for all escalations and security issues.
1995 – 1998                                                                              Sprint Security 
Senior Manager – Data Network Security Operations

· Managed operations center for all Sprint security related products and services. 

· Managed staff of 11 full-time security staff.

· Managed budgets for all expenses incurred to support operations group.

· Designed and implemented all security operations policies.

· Sprint representative on many government and industry groups including NSIE, FIRST, DoJ ISP Group, IETF, and NANOG.

1993 – 1995                                                                                     Sprint       
Group Manager – Managed Network Services Engineering

· Managed group of 15 full-time engineers doing design and implementation of customer networks.

· Designed and built tools for router management and configuration.

· Operational support for all H-P OpenView systems and software in the MNS groups.

· Approved and tested all network hardware and software for use in the MNS product.

· Member of the MNS Product design team.

1986 – 1993                                                                                     Pyramid Technolog    

Senior Systems Engineer

· Pre and Post sales support for the Telecom business unit

· Performed customer presentations and benchmark testing.

· Third party software development support engineer.

1982 – 1985                                                                                     George Mason University
Manager, User Services

· Managed all student consultant services for student, staff and faculty at the university.

· Install and maintain all statistical software on campus mainframes and mini-computers.

· Managed a staff of 20 part time student consultants and 4 full time programmers.



	Technical Highlights
	· Extensive experience with Enterprise Security Solutions such as: CheckPoint, Raptor (Axent), Watchguard and Interlock firewalls.

· Nessus, Qualys and Foundstone experience in both user and administration roles including implementation and design of scanning infrastructures.

· IDS devices including systems from ISS, Cisco and NFR.

· Implemented and monitored security through the use of host based intrusion detection tools such as COPS, Tripwire, and Satan/Saint.

· Working knowledge of major Internet protocols such as SMTP, pop3, NNTP, NTP, TCP, UDP, H323, mbone/multicast, ICMP and other commonly used protocols for Internet traffic.

· Experienced in the current hacker/cracker toolset. Worked on and/or managed response teams that fought most of the DoS, and DDoS attacks from the front lines. Member of HTCIA and other industry groups to keep up with the latest hacker activity. (ICSA ISPsec group, FIRST, NSIE, FBI Citizens Academy)

· Knowledge of Cisco IOS security configurations and commands to implement security policy from the low level ACL to the higher level routing protocols to stop unwanted traffic from traversing the networks.

· Network design and implementation experience from small LAN’s to major corporate intranet networks. Worked on the original NSFnet design and support teams at Sprint which grew into the SprintLink service.

· Very strong UNIX background. Senior System Engineer for a major UNIX system manufacturer. Supported all facets of the sales/support cycle including, but not limited to; 3rd party software porting activities, benchmarking for RFP responses, and installation and implementation of systems at major customer sites worldwide.

	
	

	Training
	FBI Citizens Training Academy – May 2001
Symantec – Manhunt/Mantrap Training

Secure Computing – Sidewinder 6.1 Basic & Advanced Admin Training
Blue Ridge Networks – BorderGuard 2000/3000/4000 Training
Axent – Raptor Netmaster Firewall Training
Checkpoint Firewall CCSA/CCSE Training
Worldcom Management Training (completed ¾ of course)
Red Cross First Aid and CPR certification (valid thru 2006)

QualysGuard User/Administrator Training

	Security clearance
	DoD Top Secret Clearance (NOT current)


